
White collar crime occurs in all industries. Nowadays, the 
investigation of crimes in companies increasingly involves 
digital data and entire IT systems.

This factually relevant digital data must be secured and analy-
zed in a form that may be used in court. Important sources of 
knowledge are usually data from accounting, distribution and 
logistics systems. However, e-mails and mobile devices such as 
smartphones and tablets are also often of decisive help in the 
investigation.

If there are indications of cybercrime, such as suspected data 
theft or compromise of the IT network through malware, the 
digital traces of the attackers in the corporate network must 
be secured and analyzed too – without damaging evidence or 
altering data.

Why Grant Thornton? 
Warth & Klein Grant Thornton supports you throughout the 
entire investigation of a case. We will advise you on the best 
approach to sensitive IT forensic special investigations and 
accompany you through the necessary steps – from the 
first recording of the course of events to ad hoc measures 
to identify and define the extent of the damage to the imple-
mentation of court-proof forensic data backups and analysis 
of digital evidence. All investigation steps are subjected to a 
data protection assessment by experienced lawyers or data 
protection officers of our team. 

In the investigation of computer-assisted crimes (cybercrime), 
we also conduct the Digital Forensics investigation of the 
incident and the German Federal Office of Security in the 
Information Technology („Bundesamt für Sicherheit in der In-

formationstechnologie“ - BSI) recommends us as a „qualified 
service provider for APT-response“ wich proves that we are 
familiar with actual cybercrime treats to enterprises.

Your added value 
Investigating a case of fraud allows you to understand the 
cause and background of the problem and identify the per-
petrator. You can obtain a civil or criminal conviction of the 
offender, claim damages and mitigate reputational damage. 
In the event of network break-ins, an incident-response-inves-
tigation helps secure and analyze court-proof evidence that 
can be used to convict the attackers. The extent of the damage 
can also be determined and you can decide, based on a sound 
analysis, whether public authorities – such as data protection 
authorities or a regulatory authority – need to be involved or 
whether you should inform your clients and business partners 
about the incident.

Forensic mass data analysis enables you to detect fraudulent 
actions and to identify and eliminate process weaknesses and 
other risks in Business and IT.

Digital Forensics
Investigation of white-collar crime in the  
IT environment
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We offer extensive experience and support in Digital Forensics investigations into fraud, 
cybercrime, incident response and data leakage – in all industries and across countries.

International Competence

You can rely on our high-quality standards also if you have questions with an international dimension. For cross-border assi-
gnments, we combine global scale with local insight in our powerful Grant Thornton International network. Over 62,000 people in 
more than 140 countries with their commitment to excellence that delivers a quality service on a global scale leverage local exper-
tise with the advisory services you need to meet your challenges.

White-collar crime in real estate companies 
An employee of a real estate company was suspected of hav-
ing manipulated invoices and of having used or brokered port-
folio real estate to his own advantage. When we were assigned 
to the investigation, the employee already knew about the 
suspicion. The IT forensic investigation quickly proved that he 
had deleted countless e-mails in the previous two weeks. After 
restoring these deleted e-mails, the employee could easily be 
convicted.

“Fake President Fraud“: 
Cybercrime in the service sector
A company in the insurance industry asked us to investigate a 
cybercrime incident: The Chief Financial Officer had received a 
deceptively genuine e-mail, supposedly from the group’s Man-
agement Board, with clear instructions to immediately (and 
strictly confidentially) carry out banking transactions amount-
ing to 3.2 million euros abroad – and acted accordingly. We 
were able to fully clarify the matter with the client and helped 
with the return transfer of 2.1 million euros. Recently, the num-
ber of special attacks of this kind “Fake President Fraud“ has 
increased significantly. The best measure against this are cus-
tomized ”Cybercrime Awareness Trainings“.

Network intrusion at a financial services provider 
A network intrusion was detected at a financial services pro-
vider. We commenced the investigation, conducted interviews, 
secured evidence and analyzed the intruder‘s activities. Having 
created an overall picture of the intrusion and the compromised 
systems, our client was concerned that data may also have 
been extracted from the operational systems. The IT forensic 
analysis of the data relevant to this question showed that this 
had not been achieved – however only because the cracker ob-
viously did not have the specific IT skills.

Network incidents in the extractive industry 
Our client approached us after some inexplicable network 
disruptions had occurred. During the creation of the overall 
situation picture, we were already able to clearly identify 
seven events as internal sabotage amongst a large number of 
incidents. The disruptions stopped shortly after the beginning 
of the investigation and a comprehensive catalogue of recom-
mendations for the improvement of the entire IT situation as 
well as IT security in particular was created which the client 
implemented immediately afterwards.


